ITPUKA3 Ne 21-2025
1o o0mecTBy ¢ OrpaHHYE€HHOH 0TBETCTBEHHOCTHIO «JledeOHO-IpodHIaKTHYECKOE
YYpexIeHHe MeXIyHapOAHOr0 HHCTHTYTa OHOJIOTHYECKUX CHCTeM»

r. Cankr-IlerepOypr 07 oxts16pst 2025 roma

06 ymeepoicoenuu ITonumuxu
uHpopMmayuorHol 6e30nacHoCmu
6 000 «JIIIY MHEC»

Bo ucnonuaenne @enepansroro 3akoHa ot 27.07.2006 Ne 149-03 «O6 undopmanuwy,
HH(OPMAIMOHHBIX TEXHOJIOTHAX U O 3aImuTe HHpopManumy, OenepassHOro 3aK0Ha OT
27.07.2006 Ne 152-®3 «O nepcoHanbHBIX JAaHHBIX)» U HHBIX HOPMAaTUBHBIX IIPABOBEIX aKTOB
Poccuiickoit @eneparyu

ITPUKA3BIBAIO:

1. VtBepmuts [lomituky uabopmanunonnoi 6e3onacaoctd B OO0 «JIITY MUBC» (nanee —
[Tonmutuka) cornmacHo Ilpunoxenuto Ne 1 k HacTosmemy [Ipukasy.

2. PyxoBomuTeNsM CTPYKTYpPHBIX IOJpa3AeIeHNU 03HaKOMHTD II0J PACIUCKy pabOTHUKOB
000 WJIITY MHUBC ¢ nonuTUKOH.

A
['eHepanpHBII TUPEKTOP e ///\/ /C.0. llep6ages/




[Ipunoxxenne Ne 1
K npukasy o OO0 «JIITY MUBC»
ot 07.10.2025 Ne 21-2025

IHOJIMTUKA
uHdopmannonHoi 6esomacHocT B 000 «JIITY MUBC»

1. TepMuHBI U onIpeneIeHHs

1.1. busnec-nmponece — IOCIEN0BaTEILFHOCTh TEXHOJIOTHYECKH CBA3AHHBIX OIEPAIHii 110
IIPEOCTABIIEHHIO IPOYKTOB, YCIIYT W/HIIA OCYIIECTBICHHIO KOHKPETHOIO BHIA
nearenbHocTH OpraHu3aium.

1.2. 3amuTa HHGOPMAIUH — COBOKYIIHOCTH OPTaHU3allMOHHBIX U TEXHHYECKUX MED,
'HalIpaBJICHHBIX Ha IPEAOTBPAINECHUE YTEUKH 3alUINaeMoi nHopMaIvH,
HECAHKIIMOHMPOBAHHBIX U HEIIPABOMEPHBIX BO3ICHCTBHI Ha 3alUINAEMyI0 HHPOPMALIAIO U
CpelcTBa IOCTyIa K HEH.

1.3. Madopmanus — CBeIeHUS O JIHIAX, IpeIMeTax, (pakTax, COOBITHIX, IBICHUIX U Ipoleccax
HE3aBHUCUMO OT (POPMBI UX IPEICTABICHHS.

1.4. UndopmannoHHas 6e30MacHOCTD — IPAaKTHKA IPEIOTBPAIICHIS HECAHKITMOHUPOBAHHOTO
JIOCTYyIIa, ACIIOJIb30BaHUSs, PACKPHITHUS, HCKAXECHS, U3MEHEHUS, 3aITUCH HJIH YHUUITOKCHHSI
uHbOpManuy.

1.5. HudopManuoHHas cucTeMa — COBOKYITHOCTB CoJiepikalneiics B 6azax JaHHBIX
uHGOpMaIuu u obecnednBaromux ee 00paboTKy HHGOPMAIHOHHBIX TEXHOJIOTHHI 1
TEXHUYECKUX CPEJICTB.

1.6. MadopMannoHHbIH pecypc — Bce, YTO HMEET HEHHOCTh M HAXOIUTCS B PACIIOPSKEHUH
Opranuzanuy.

1.7. KoMmmepueckas TaliHa — KOHQUICHIIHAIBHOCTh HHPOPMAIIUH, IO3BOJIIIOIIAs €&
o6agaTenio Mpy CYIIECTBYIOMMX MIIA BO3MOKHBIX 00CTOSTENECTBAX YBEIHIUTE TOXOIBL,
u30exaTh HEONIpaBIaHHbIE PACXOMbI, COXPAaHUTH IIOJIOKEHHE Ha PEIHKE TOBapoB, paboT,
YCIIYT WU IOJIyYUTh HHYIO KOMMEPYECKYIO BBITOLY.

1.8. KondunennuanbHasi uH(popManus — nHGOpMaLIKs ¢ OTpaHUYEHHBIM JJOCTYIIOM, HE
coZiepIKalnas CBeICHUH, COCTaBILIIOIINX I'OCYIapCTBEHHYIO TallHYy, JOCTYII K KOTOPOM
OrpaHMYMBACTCS B COOTBETCTBUY € 3aKOHOATENbCTBOM Poccuiickoi Penepay.

1.9. KonduaeHuuansHoCTh HH(POPMAIMH — COCTOSHNE 3aIUIIEHHOCTH HHQOPMALHH,
XapaKkTepu3yeMoe CIIoCOOHOCTHIO0 HH()OPMAIIMOHHOM CHCTEMBI 00€CIIEUMBaTh COXPAHEHHE B
TaifHe HHGOPMAIUH OT CyObEKTOB, HE HMEIOIIUX ITOJIHOMOYMH Ha 03HAKOMIICHHE C HEH.

1.10. HecaHKIHOHHPOBAHHBIN NOCTYI — TOCTYT K HHGOPMALIUU WM JEHCTBHSA C
uHbOopMalKel, HapyIIaroie MpaBuiia pa3rpaHUueHuUs OCTYIIa C HCII0Ib30BAHUEM
MITATHBIX CPEACTB, IPEAOCTaBIIEMbIX CPEICTBAMHU BEIYUCIIUTEIbHON TEXHUKY HIIH
aBTOMATH3HPOBAHHBIMHU CHCTEMaMH.

1.11. TlosmTHKA — OOIIHE [ENH U YKa3aHUs, OPMaTIBEHO BEIPAKEHHBIE PYKOBOJACTBOM.

1.12. IIpasa mocTyma — 5TO IIpaBa IOBEPEHHOI0 0OBEKTa Ha COBEPIIEHHE KaKHX-THO0
JEMCTBHUI 110 OTHOIICHHIO K OOBEKTaM CHCTEMBI.

1.13. Puck — coueTaHHe BEPOSITHOCTH COOBITHS U €r0 IOCIIEICTBUM.




1.14. Cucrema ynpasJieHusI HH)OPMAHOHHO# (6€30MaCHOCTHI0 — YaCTh OOIIEH CHCTEMBI
yIIpaBIICHUS, OCHOBaHHAS Ha OLEHKE PUCKOB, IpeIHAa3HAUYCHHAS JUIS CO30aHuUs, BHEIPEHUS,
SKCILTyaTalli¥, MOHUTOPUHTa, aHAIM3a, COIIPOBOXKICHUS 1 COBEPIIICHCTBOBAHUS
nH(OpMaIMOHHO 6€30macHoCTH.

1.15. ¥Yrpo3a — onacHOCTb, IpeIIOIararoas BO3MOXXHOCTE OTeps (ymepba).

1.16. IleaocTHOCTH HHGOPMALMH — YCTOHYHUBOCTS HHGOPMAIUH K HECAHKI[HOHUPOBAHHOMY
JIOCTYILy MJIH CIIydaifHOMY BO3JEHCTBHIO Ha HEE B IIpolecce 00paboTKH TEXHHIECKAMHU
CpPEeCTBaMH, PE3yJIbTaTOM KOTOPOTO MOXKET OBITh YHHUTOKECHUE U HCKaXKECHUE HHPOPMAIIHH.

2. OOmue moJIoKeHHus

2.1 Hacrosmas nmonutrka HHGopMauoHHo# Oe3zomacHocTr (nanee — [Tonmutrka) ObmmecTBa ¢
OrpaHUYEHHON OTBETCTBEHHOCTHIO «JIeueOHO-IpOoIIaKTHIECKOE YUPEXKICHHE
MEXTYHapOJHOTO HHCTUTYTa OMOIOTrHYeCcKUX cHCTeM» (nanee — OpraHu3arms)
IpezacTaBiseT cobol cucteMy TpeOoBaHUHM, MpaBWI ¥ MeTo0B OpraHu3aluy B 061acTi
obecnieueHus 6e3onacHOCTH HHPOpMaKH, €€ KOHDUAEHIMAIFHOCTH, a TAKXKE TOCTPOCHUS
CHCTEMBI YIpaBieHus nHopMaIonHoi 6e3omacHocThio (Hanee — CYUB) Opranuzanuu.

2.2. CobmroneHue MPUHIUIIOB, TPaBUiI U TpeOoBaHUN HHPOPMAIIHOHHOMH 0€30II1aCHOCTH

(manee Vb) siBrsieTcsi, B TOM YHUCIIE, DIEMEHTOM KOPIIOPAaTUBHOM KynbTyphl. ClieroBaHre
TpeboBanusM Vb sBiIseTCS BaXKHBIM yCIOBHEM IIPU OCYIIECTBICHUH TOBCEIHEBHOMN
nesitenbHOCTH OpraHu3anuy, BKIIIOYasi COBMECTHYIO paboTy ¢ JeOBbIMU apTHepaMu. Kaxasrit
pabotHuK OpraHu3aiuy U €€ Ael0Bble TapTHEPHI HECYT OTBETCTBEHHOCTH 32 0€30IacHyI0
paboty ¢ nHpOopManMOHHBIME cucTeMamu (Hanee — VIC), mHGopMallnOHHEIME pecypcam (naree
— HP), xoMIIbrOTEpHBIM 000pyIOBaHHEM, MOOMIBHBIMI TEXHUIECKUMH CPEICTBAMH,
HOCHTEIIMH HHPOpMAIIH, IPeI0CTaBIeHHOM U 00pabaTrBaeMoit nupopmanmeit OpraHusaruy.

2.3. O6ecnieuenue Vb BkiOUaeT B cedst MOOYIO ASSITEIBHOCTD, YCTAHOBICHHYIO JEHCTBYIOIMM
3aKoHOJarensecTBoM Poccuiickoit emepanuy, HanpasieHHy o Ha 3amuty YC u 1P
Opranusanuy.

2.4. Hacrosmas [TonuTrka paspaboTaHa Ha OCHOBe TpeOoBaHMM 3aKOHOAATENbCTBa Poccuiickoit
Oenepanuu:

e ®epepansHoOro 3akona ot 27.07.2006 Ne 149-03 «O6 urdpopmManuu, “HPOPMALIMOHHBIX
TEXHOJIOTHAX ¥ O 3aUIUTe HHYOPMAIUN»;

e ®enepanbHoro 3akoHa oT 27.07.2006 Ne 152-03 «O nepcoHaTbHBIX TaHHBIX Y,

o ®enepansroro 3akona ot 06.04.2011 Ne 63-D3 «OO6 311K TPOHHOM TOITHCH»,

o ®denepanbHoro 3akoHa ot 26.07.2017 Ne 187-®3 «O 6€30maCHOCTH KPHTHICCKOH
uHpopMarroHHON HHGpacTpyKTypel Poccuiickol ®enepanuny;

e Ilpuxaza ®CTIK Poccuu ot 25.12.2017 Ne 239 «O6 yreepxnenun TpeGoBaHui 110
obecreyeHnIo 6e30IacHOCTH 3HAYUMBIX 00BEKTOB KPUTHYECKOH HHGOPMAHOHHOM
uHdpacTpykTypsl Poccuiickoii Oenepanu;

e TIlpukasza ®CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yteepxaenun Cocrasa 1
COZIEPIKAHMS OPTAaHU3AMOHHBIX U TCXHAYECKUX MEp 110 00ecTedeHrIo Ge30macHOCTH
TIepCOHANBHBIX JAHHBIX IIPH UX 00paboTke B HHPOPMAIMOHHBIX CHCTEMAaX
[IEPCOHATBHBIX TAHHBIX»;




e [locranonenus IlpaButensctBa PO o1 01.11.2012 Ne 1119 «O6 yTBepx)neuun
TpeboBaHUH K 3aIIUTe IEPCOHATBHBIX NaHHBIX IIPH UX 00paboTke B HHGOPMAIHOHHBIX
CHCTEMaX IIEPCOHAIBHBIX JaHHBIX Y,

e TI'OCT P MCO/M3K 27001-2021. HanmonanbHsIi cTanmapT Poccuiickoit @eneparuu.
WudopmanronHas TexHonorus. MeTos! u cpecTa obecnedeHus 6€30macHOCTH.
Cucrembl MEHEIKMEHTa HHPOpMaMoHHO# Ge3onmacHocTH. TpeGoBaHus.

2.5. Ilpumenenre CYUD pernameHTHpoBaHO HacTosmel [1onuTHKOH, a Takke IpyTHMH
OpraHHu3aldOHHO-PaCIOPIIUTENBHBIME JoKyMeHTamu (naiiee — OPJT) Opranuzanuu, KOTOphIE
SBJIIOTCS 0053aTEIbHBIMH UL UCIIONHEHUS BceMHU paboTHuKamu Opranusanun. TpeGoBaHus
CVYUDb noBomaTes 10 cBeneHus paboTHUKOB OpraHHu3aIliy.

3. Ilean m 3apaun

3.1.0cHoBHO# nensio Hactosmer [lonutuxu sBisercs 3ammra VIC u P Opraamsanuu ot
BO3MOXKHOT'O HAHECEHUS M MaTepHaIbHOT0, (PU3NIeCKOro, MOpaIbHOTO HIIK HHOTO yIepoa,
a TaKKe HapyIIeHUs pekuMa KOHQUACHIIUAIBHOCTA HH(POPMAITHH B PE3YIIbTATE
HECaHKI[MOHMPOBAHHOIO JOCTyNa K HH(GOPMAITHH, €€ HOCUTEIIIM, a TaKXKe Iporeccam
00paboTku U nepesav HHGOPMALIUH.

3.2. lnsa poctrxenus ykazanHbX neneit CYUD nomkHa ob6ecnednBaTh BEITIOJTHEHHE
CJIEIYIOIHX 3a/1a4:

e CcOOTBETCTBHE TpeboBaHUAM DenepaTbHOro 3aKOHOAATENECTBA, HOPMATHBHO-
Metoaudeckux qokyMmeHToB @CB Poccun, @CTIK Poccun 1 1OroBOpHEIM
obs3arenscTBaM B yacTu VB;

® CBOEBPEMEHHOE BBIABIICHHUE, OI[CHKA U IIPOrHO3UPOBAHKE HCTOYHUKOB yrpo3 Ub;

® [IpeJOTBpaIleHUE U/WIH CHIKEHHE yiepba oT peaym3anun yrpo3 1b;

® CO3/IaHME MEXaHW3Ma ONIEPATUBHOTO pearupoBaHus Ha yrpo3sl Ub;

® JIOCTIDKEHHE aJIeKBaTHOCTH Mep 110 3amuTe oT yrpo3 Ub;

® 3amuMTa OT BMEIIATENLCTBA B Iporece pyHkuonupoBanus VC nocTOpOHHUX JIHIL;

® BBIIBIICHHE, IPEIYIIPEKACHUE U IPECEUCHNE BO3MOXKHOM TPOTHBOIIPABHON ¥ HHOM
HETAaTHBHOM JESATEIFHOCTU COTPYIHUKOB; ‘

e o0ecredYeHne HEMPEPHIBHOCTH KPUTHIECKUAX OHU3HEC-TIPOIIECCOB;

® H3ydYCHHE IIAPTHEPOB, KIIMEHTOB, KOHKYPEHTOB U KaHIUIATOB Ha paboTy;

e  HEJIOMyIeHHe IPOHUKHOBEHHSI CTPYKTYP OPraHU30BaHHON IPECTYIHOCTH U
OTJENBHBIX JIHUI] C IPOTUBOIPABHEIMHE HaMEPEHUIMH;

e IIOBBIINCHUE JIEJIOBOM PEMyTAllMU W KOPIIOPaTUBHOM KynbTypsl B chepe Ub.




4. Metoan! obecnieuennsi HHGOPMAHOHHOH 0€30MACHOCTH

4.1. Ha3snadeHue U IOAroTOBKAa pabOTHUKOB, OTBETCTBEHHBIX 33 OPraHU3AIUIO H
OCYILECTBIIEHHE MEPOIIPHUATUH 110 obecnedenuto Ub.

4.2. PernmamMeHTHpOBaHHE BCEX MIPOLIECCOB 00paboTKu HHPOpMaNUy, NeUCTBUI paOOTHHKOB
Opranu3alyy ¥ CIEUAIMCTOB, OCYIIECTBILIOMIX aMUHACTPUPOBAHIE IIPOTPAMMHBIX U
TEXHUYECKHUX CPelCTB 00paboTku uHopMaryu, Ha OCHOBe yTBepxkaeHH0d OPJ] mo
Bonpocam obecneuenus Ub.

4.3. Y4ger Bcex, HoAnexamux 3amure, VP (kaHaIoB cBSA3H, anmapaTHBIX U IPOrPaMMHBIX
CPEACTB).

4.4. IIpenocraBiieHue KaxaoMy moyb3oBareno VIC MEHAMaTEHO HEOOXOIMMEIX IIPaB JOCTYIIa
JUTSI BEITIOJTHEHUS CBOMX (DYHKITMOHAIBHBIX 005S3aHHOCTEH.

4.5. 3HaHme U cTporoe cobIoeHre BceMU paOOTHUKAMHU, UCIIONB3YIOMUX U 00CITyKHBAIOIIUX
anrapaTHbIe U IpOorpaMMHEIE cpeficTBa 00padoTku uHpopMmanuu, TpedoBanuit OP/] o
BoIIpocaM obecriedeHus 6e30MacHOCTH KOHQUASHIMATBHON HHPOPMALIUH, B TOM YHCIIE
KOMMEPYECKOH TalfHbI U KPUTUIECKUX OU3HEC-TIPOLIECCOB.

4.6. IlepcoHabHAS OTBETCTBEHHOCTH 3@ CBOM AEUCTBHS KaXXJ0r0 paOOTHHKA, Y9aCTBYIOIIET0, B
paMKax cBoUX (QyHKIHMOHAITBHBIX 0053aHHOCTEH, B Iporieccax 00paboTku HHPOpMALUHT U
umerorero pocrtymn k 1P.

4.7. Peanm3anus TEXHOJIOTHUECKUX IIPOIIECCOB 00PabOTKH HHPOPMAIUU B COOTBETCTBUH C
KOMIIJIEKCOM OpTaHM3allMOHHO-TEXHUYECKUX Mep II0 3aIlUTe IPOrpaMMHOr0 00eCIeueHu,
TEXHUYECKHUX CPEJICTB U IaHHBIX.

4.8. Ilpunsatue mep o obecrnedeHuIo HU3NIECKON IIETOCTHOCTH TexXHIuIecKux cpeacts MC u
noJiepXKaHueM HeoOX0IMMOr0 YPOBHS 3aIIUIIEHHOCTH X KOMIIOHEHTOB.

4.9. Vctionp3oBanye GU3MYECKUX U TEXHHYECKUX (TIPOrPaMMHO-aIIIapaTHBIX) CPEICTB 3aIUTHI
uHpopmanuu (nanee — C3U), a TakKe TEXHHYECKAS MOAIEPIKKA HX UCIOIB30BaHMUS.

4.10. KonTpomns cobmonenus nons3oparensiMu MC tpeboBanuii mo obecrneuenuro Ub.

4.11. TIlpaBopas 3amuTa HHTEpecoB OpraHu3anuy Ipy B3aUMOACHCTBHH C IOPUIUIECCKUMH U
(GU3MYECKUMH JIUIIAMHU OT IPOTHBOIIPABHBIX U HECAHKIIMOHUPOBAHHBIX AEHCTBUH CO
CTOPOHBI 3THX JIAII.

4.12. Tlposenenue ananmu3za 3¢ HeKTHBHOCTH MPHHATHIX Mep 1 npuMeHseMbx C3U. PazpaboTka
U peayn3anus npeuiokenuit mo cosepuencrsoBanuio CYUD B Opranuzaryi.

4.13. CBOeBpeMEHHOE BBIIBICHUE HCTOYHHUKOB yrpo3 Vb, npu4uH U yclIoBHH,
CIIOCOOCTBYIOIMX HAHECEHHUIO yIepOa 3aMHTEPECOBAHHBIM CyOheKTaM HH()OPMAIIHOHHbIX
OTHOIIEHHIA, CO3IaHAEe MEXaHW3Ma ONIEPAaTHBHOTO pearupoBaHus Ha yrpo3sl Mb.

4.14. Co3paHue yCIOBHH 11 MUHIMHU3AIMK HAHOCUMOTO yIepOa HellpaBOMEPHBIMHU
JIEUCTBHSIMH, OCITabJICHHEe HETATUBHOTO BIIUSHUS U YCTPAHEHHUS IIOCIEACTBUN HapYIICHHS
UBb.




5. 3akaiouenue

5.1. Hacrosimas IlonmuTrka SBIsS€TCS BHYyTPEHHUM JOKyMeHTOM OpraHu3anuu, 001meI0CTyTHOH
U TIIOJUIEXKHUT Pa3MEIeHHIO Ha 0GUIHaNbHOM caiite OpraHu3anuy.

5.2. Hacrosmas monuTHKa pacpocTpaHsaeTcs Ha Bce OU3HEC-IIPOIECChl, aBTOMATU3HPOBAHHEIE
U TeJIEKOMMYHHUKaIIMOHHBIE cucTeMbl OpraHu3anuy.

5.3. PazpaboTka BHyTpeHHHX OpraHU3allMOHHO-PACIOPSAUTENBHBIX JOKyMeHTOB Opranusanuy,
pernamMeHTHupyromux Bonpocs! Mb, ocymecTBisieTcs Ha OCHOBaHUM HacTosmei [TomuTuky.

5.4. Pabotauxu OpraHu3anuy J0JDKHEI pyKOBOJACTBOBAThCS HacTosmel [TomuTikoit B
Ipo(eCcCHOHATBHON IEITENFHOCTH, IIPH BHYTPHKOPIIOPATHBHOM B3aUMOIECHCTBHH, IHYHOM
'Pa3BUTHH ¥ HOBBIIEHNH KyIbTyphl VB.

5.5. OTBETCTBEHHOCTH AODKHOCTHBIX JIUIl OpraHu3aiuy, IMEIOIHX TOCTYII K
KOH(QUICHIIMATBFHO! HH(POPMAIIUH, 32 HEBBIIIOJIHEHIE TPeOOBaHUM  HOPM, PETYIHPYIOIIHX
00paboTKy ¥ 3aIMUTy HHPOpPMALIUHU, OIIPEIEIISIETCS B COOTBETCTBUHU C 3aKOHOAATEIECTBOM
Poccuiickoit @efepalliy 1 BHYTPEHHEMH OpTraHU3alMOHHO-PACIIOPSAMTEIbHBIMH
noxymeHTamMu OpraHusanui.

5.6. Hactosimas [lonuTrKa BCTYTaeT B CHULY C MOMEHTA €€ yTBEPKICHUSL.




